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Research Scope

- The 4th industrial revolution (Industry 4.0- 14.0):

> Flexible and innovative production process leading to new
business models and added value.

> Connecting business processes across company borders

- Some technologies:
> Internet of Things (loT) & Industrial loT
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> Cloud Manufacturing
> Industrial Analytics
> Cyber-Physical Systems (CPS)

« One of the main requirements:

+ Interoperability
Definition of Reference Architectures: RAMI 4.0, IIRA




Research Scope

Industrial Internet Reference Architecture (IIRA) by the IIC

(Industrial Internet Consortium)!]

> Solutions for getting data between applications

> Transport and Framework layer
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[1] Industrial Internet Consortium. 2018. The Industrial Internet of Things Volume G5: Connectivity Framework
(Version 1.01), available at https://www.iiconsortium.org/pdf/IIC_PUB_G5 V1.01_PB_20180228.pdf

* In order to achieve interoperability
IIRA defines Gateways enabling
inteworking between different
frameworks

* Very recent draft version of the
gateway between OPC UA and
DDS 2! has been defined

 No other Gateways exist

[2] Object Management Group (OMG), “OPC UA/DDS Gateway”, available
at https://www.omg.org/spec/DDS-OPCUA/About-DDS-OPCUA/



Interworking between OneM2M and OPC UA

ONEM2M OPCUA

- placed at the higher level of factory - adopted in factories at the lower level
production systems, allowing of the production systems

realization of services like SCM
- typically collect data coming from PLCs

- advanced data analytics (Programmable Logic Controllers),
sensors and actuators.

)

Interworking between OPC UA and oneM2M may allow
data produced by OPC UA-based devices to be consumed
by oneM2M applications;




Our proposal

1. Mapping relevant data models [1]
2. Definition of an interworking scheme [2]
3. Details on interworking procedures

4. APl Development

[1] Cavalieri S, Mulé S, Salafia MG. Enabling OPC UA and oneM2M Interworking. In: Proceedings of IEEE International Conference on Industrial
Technologies (ICIT 2020). Buenos Aires, Argentina. 2020.

[2] Cavalieri S, Mulé S. Towards Interoperability of oneM2M and OPC UA. In: Proceedings of International Conference on Enterprise
Information System (ICEIS 2020). Prague (Czech Republic). 2020.



Mapping - Data Models

<resourceType>

oneM2M resourceType representation with universal attributes
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Mapping — Interworking scheme

CSE hosting oneM2M resources

Registrar CSE for OPCUA-IPE

OPCUA- IPE

Interworking
Manager

OPC UA Server

OPC UA Client

Figure 8. OPCUA-IPE architecture.

Based on Interworking Proxy
Entity (IPE) defined in oneM2M

Interworking Manager performs
several activities to enable
interworking

OPC UA Server exposing
oneM2M resources



Mapping — Interworking scheme

CSE hosting oneM2M resources

* Choice of oneM2M resources to be exposed
OPCUA-IPE

e (Creation of an OPC UA Server instance

Interworking
Manager

* Triggering changes

OPC UA Server * Monitoring Request

* Managing the dynamic adding/deletion
Cocommn |

Figure 8. OPCUA-IPE architecture.




Resource Selection - Discovery

Registrar CSE

Int king for OPCUA-IPE
|

CSEBase

I

I I Registration I

I |

I | . ?

I | Discovery |

| < ?

I

‘ {CSEBase, B,C,D.E} |
&

e —

|
I
I
I
I
{B.C} :

r .-
Use Create <subscription>to B

_—

I

I

I

| [ .

| Create <subscription>to C
I

I

I

: Resource Tree Resource Tree




Interworking Procedures — Read

OPC-UA Registrar CSE
Clients Interworking for OPC-IPE

Manager

Read Request | | I I
e getDataReq() | | |
| translateReq() | |

| HTTP Request GET |
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| HTTP Response 200
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Read request from OPC UA Client mapped as HTTP GET Request:
- Interworking Manager translate request and waiting for response;

- Value from HTTP GET returned to OPC UA Client ;



Interworking Procedures — Write

OPCUA-IPE Registrar CSE

OPC-UA Client Interworking for OPCUA-IPE
Manager

Write Request I
%wnteDataReq() I |
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|
|

| |
| HTTP POST Request

S ———

writeDataRes() glrmstateRes)
Write Response |
|
|
|

e
|

|

|

|

|

| |
: : HTTP Response I
| |
|

|

|

|

|

Write request from OPC UA Client mapped as HTTP POST Request:
- Interworking Manager translate request and waiting for response

- Write response will be confirmed by Interworking Manager



APl Development

Resource discovery service

Mapping oneM2M resource in OPC UA Node

Request Management from OPC UA Side (Read, Write, Monitoreditem)

Data changes triggering

Test:

CSE Base Docker Image

UaExpert

Local OPCUA IPE :
- OPC UA Server with FreeOPCUA open source library;
- OpenMTC SDK



nterworking example

@ localhost:8000/onem2m  x +

& [ (O localhost:8000/onem2m File View Server Document Settings Help
D BBO % =0 X% 82 RO
Project [ERES] m Attributes

=1 Project # Server Mi
Servers

f ¥ FreeOpcla Python Server
=- [ Documents
[ Data Access View

Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

"m2m:cb": {

"poa”: [
"http://192.168.0.106:8000",
"http://192.168.1.189:8000",
"http://127.0.0.1:8008",

Attribute Value

- Nodeld ns=2;i=6075
-~ MNamespacelndex 2

- IdentifierType Numeric

"http://[::1]:8000"

"20200213T7111312",
"20200213T7111312",
"pi": null,
"srtt: [
16,

1,

"acpi": [1,

"cst": 2,

"ri': "cbe",
“lbl": [1,

"gsit: "/mn-cse-1",
"ty": 5,

“rn": "onem2m"

Address Space

3 [ No Highlight

) Root
Objects

% Server

F- iy <ae>
- @ CSE-ID
- @ creationTime
- @ cseType
*- % gateway ae
*- ¢ ipe_ae
- ¢ lastModifiedTime
= light_ael
#- @y <container>
¥ AE-ID
¥ App-ID
- ¥ appName
@ creationTime
- @ lastModifiedTime
o light
@e <contentinstance>
= @& ContentinstanceExample
@ content
¥ contentSize
@ creationTime
«# lastModifiedTime
@ parentlD
¥ resourcelD
¥ resourceName
¥ resourceType
~ & creationTime
- @@ currentNrOfinstances
@ lastModifiedTime
-~ @ parentlD
- @ resourcelD

Log

o=

Timestamp Source Server
13/02/20 11:...

13/02/20 11:...
13/02/20 11:...

Reference P... FreeOcha P...
Attribute Plugin FreeOpcUa P...
Reference Pl... FreeOpcUa P...

Message

Browse succeeded.

- Identifier
- NodeClass
- BrowseName
- DisplayName
-~ Description
- WriteMask

EventNotifier

References

6075
Object

- UserwriteMask

G || | @ |Forwara <]

Reference

HasTypeDefin...
HasComponent
HasProperty
HasProperty
HasComponent
HasProperty
HasProperty
HasProperty
HasProperty
HasProperty
HasProperty
HasComponent
HasComponent
HasComponent
HasComponent

Target DisplayName
cseBaseObjectType
<ae>

CSE-ID

cseType

remote
creationTime
lastModifiedTime
parentiD
resourcelD
resourceName
resourceType
light_ael

light_ae2
gateway_ae

ipe_ae

Read attributes of node 'NS2|Numeric|6075' succeeded [ret = Good].

Browse succeeded.
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